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Subpart 239.74—Telecommunications
Services

239.7400 Scope.

239.7401 Definitions.

239.7402 Policy.

239.7403-239.7404 [Reserved]

239.7405 Delegated authority for tele-
communications resources.

239.7406 Cost or pricing data and informa-
tion other than cost or pricing data.

239.7407 Type of contract.

239.7408 Special construction.

239.7408-1 General.

239.7408-2 Applicability of construction
labor standards for special construction.

239.7409 Special assembly.

239.7410 Cancellation and termination.

239.7411 Contract clauses.

AUTHORITY: 41 U.S.C. 421 and 48 CFR chap-
ter 1.

SOURCE: 56 FR 36429, July 31, 1991, unless
otherwise noted.

Subpart 239.1—General

239.101 Policy.

See Subpart 208.74 when acquiring
commercial software or software main-
tenance. See 227.7202 for policy on the
acquisition of commercial computer
software and commercial computer
software documentation.

[67 FR 65512, Oct. 25, 2002, as amended at 74
FR 34270, July 15, 2009]

Subpart 239.70—Exchange or Sale
of Information Technology

239.7001 Policy.

Agencies shall follow the procedures
in DoD 4140.1-R, DoD Supply Chain Ma-
teriel Management Regulation, Chap-
ter 9, Section C9.5, when considering
the exchange or sale of Government-
owned information technology.

[71 FR 39010, July 11, 2006]

Subpart 239.71—Security and
Privacy for Computer Systems

SOURCE: 69 FR 35534, June 25, 2004, unless
otherwise noted.

239.7100 Scope of subpart.

This subpart includes information as-
surance and Privacy Act consider-
ations. Information assurance require-
ments are in addition to provisions

239.7102-1

concerning protection of privacy of in-
dividuals (see FAR Subpart 24.1).

239.7101 Definition.

Information assurance, as used in this
subpart, means measures that protect
and defend information, that is en-
tered, processed, transmitted, stored,
retrieved, displayed, or destroyed, and
information systems, by ensuring their
availability, integrity, authentication,
confidentiality, and non-repudiation.
This includes providing for the restora-
tion of information systems by incor-
porating protection, detection, and re-
action capabilities.

239.7102 Policy and responsibilities.

239.7102-1 General.

(a) Agencies shall ensure that infor-
mation assurance is provided for infor-
mation technology in accordance with
current policies, procedures, and stat-
utes, to include—

(1) The National Security Act;

(2) The Clinger-Cohen Act;

(3) National Security Telecommuni-
cations and Information Systems Secu-
rity Policy No. 11;

(4) Federal Information Processing
Standards;

(5) DoD Directive 8500.1, Information
Assurance;

(6) DoD Instruction 8500.2, Informa-
tion Assurance Implementation;

(7) DoD Directive 8570.01, Information
Assurance Training, Certification, and
Workforce Management; and

(8) DoD Manual 8570.01-M, Informa-
tion Assurance Workforce Improve-
ment Program.

(b) For all acquisitions, the requiring
activity is responsible for providing to
the contracting officer—

(1) Statements of work, specifica-
tions, or statements of objectives that
meet information assurance require-
ments as specified in paragraph (a) of
this subsection;

(2) Inspection and acceptance con-
tract requirements; and

(3) A determination as to whether the
information technology requires pro-
tection against compromising ema-
nations.

[69 FR 35534, June 25, 2004, as amended at 73
FR 1829, Jan. 10, 2008; 75 FR 34946, June 21,
2010]
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